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2013
Microsoft Introduces Lync; 

Gigabit Wi-Fi w/.11ac

2010
Apple iPad Enters

Board Rooms

2007
Apple iPhone

Drives BYOD

2003
Intel Introduces

Centrino

2009
802.11n Enables

Network Right-sizing

FUTURE

20B+
Connected Wired 

and Wireless “Things”

The Road to MOBILE, CLOUD & IOT

Pioneering Workplace Mobility 

with Secure Enterprise Wi-Fi

Enabling and Safeguarding  

BYOD Access

Redefining Digital Workplaces with 

Mobile UC, Location and IoT



The last 10 Years 

2007
54Mpbs max assoc rate

100Mbps Ethernet Uplink

20Mhz Channel Width

OFDM

SISO 1x1x1:1

2017
1.7 – 3.4*Gbps max assoc rate

5Gbps Ethernet Uplink

160Mhz Channel Width

256 QAM

MuMIMO 4x4x4:3

* Only 2 SS @ 160MHz currently supported



Wi-Fi  Standards Progression
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802.11ac  6.8Gbps

Maximum Theoretical (as per Standard)

Real world Throughputs
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 2

802.11ax  

9.6Gbps
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Wi-Fi on

Campus circa 2009 
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Wi-Fi on Campus
2017

Reliable Wi-Fi for 

100’s of student 

devices at once

Prioritize critical 

apps, ensure 

student success



7

Performance Gains  through Wi-Fi standards 
evolution

802.11n
130Mbps 

(multi client)
2009

802.11ac
430Mbps 

(multi client)
2014

3.3X



8© Copyright 2015. Aruba Networks, Inc. All rights reserved

Devices are not all Equal



9

The one user at a time issue

3x3 Wave 1
W1

W1

W1
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Improvements with Multi-User MIMO

4x4 Wave2

W2

W2

W2
Up to 3 individual 

devices using

4 stream multi-user 

MIMO

Possible 1Gbps+ 

throughput
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What’s next - 802.11ax

Up to 37 individual 

Bidirectional 

Simultaneous 

conversations using

802.11ax*

Possible Multi Gbps

throughput

*Assumes 80MHz Channel width

AX

AX

AX

AX

AX

AX

AX
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Analytics based on device location



Potential Uses for Student Location and 
Analytics

• How the space across campus is used

• How different demographic student groups use the 

campus space 

• What are highly successful student space usage 

patterns?

• What are less successful student space usage patterns?

• Where is my fellow student

• How long do students remain in the same area

• Turn by Turn directions to a room or facility



• Very Fast

• Very Accurate

• Needs App, Map and AP / Beacon Locations

How can I calculate Location ?

“Am I in the 

library ?

“What’s 

around me?”

How many 

people are in 

the library ?

What are 

they doing

• High Volume

• Slower  calculation and accuracy

• Map and AP Locations are known

• No Client involvement

• Requires Location Engine

Client Side Network Side



Bluetooth v Wi-Fi for Location Calculation





Heatmap Reporting



Machine learning applied to network 
optimization and security



How we fix network issues today

Alerts from NMS

User Complaints

View available 

data on NMS

Fix immediate 

problem ?

Challenges

Isolating right 

problem is 

difficult & time 

consuming  

No 

validation

Users 

under 

report 

problems

Hard to 

determine 

relevant 

issues

Unknown if 

problem will 

occur again 

elsewhere 

No 

learnings 



Applying Machine Learning

Wi-Fi Optimization
+ Benchmarking

User
Connectivity

Anomaly
Detection

Impact
Analysis

Machine
Learning

Latest Cloud
Technology

Wi-Fi 
Expertise

Network
Data



Security Landscape : Current Defenses Failing.  
Security Teams Overwhelmed

PREVENTION & DETECTION

NOT ENOUGH

INCREASINGLY POROUS

MONITORING SYSTEMS

FALLING SHORT

CANNOT DETECT UNKNOWN THREATS

AND UNABLE TO SCALE

+



Compromised 

Users & Hosts

Negligent 

Employees

Malicious 

Insiders
ATTACKS AND 

RISKY BEHAVIORS 
on the inside

Automated Detection of Threats Inside the 
Organization



Looking for Small Changes That May Indicate 
Attack

Behavioral 

Analytics

UNSUPERVISED HISTORICAL

+
PEER GROUP

MACHINE LEARNING BASELINES



Finding the malicious in the anomalous

Behavioral 

Analytics

SUPERVISED

UNSUPERVISED

MACHINE LEARNING

DLP

Sandbox

Firewalls

STIX

Rules

Etc.

THIRD PARTY ALERTS





Per Device Tunnels

(Tunneled Node)

Campus IOT Access Security Framework

Access Enforcement

(Clearpass)

Aruba switches

Corp Mobility Controller

Campus Net

IOT Mobility Controller

(MultiZone)
Student / 

Staff

Things

Things

Machine
Learning



How-to Videos
www.arubanetworks.com/prod

ucts/networking/central-
training/

Join Airheads Become an expert

57,000+ Airheads!
community.arubanetworks.com

The Aruba Community



How does Wi-Fi energy compare to a 
mobile phone energy

Based on dBm Math

RF from Wi-Fi – 4 Billion times less



@mverbloot


